
Course content focuses on following four domains

1. INFORMATION SECURITY GOVERNANCE
Confirms your ability to develop and oversee an information 
security governance framework to guide activities that support the 
information security strategy.

2. MANAGING INFORMATION RISK
Demonstrates expertise in classifying information assets to ensure Demonstrates expertise in classifying information assets to ensure 
measures taken to protect those assets are proportional to their 
business value.

3. DEVELOPING AND MANAGING AN INFORMATION SECURITY PROGRAM
Attests to ability to ensure the information security program adds value while supporting operational 
objectives of other business functions (human resources, accounting, procurement, IT, etc.).

4. INFORMATION SECURITY INCIDENT MANAGEMENT
Establishes your skills in accurately classifying and categorizing information security incidents and developing 
plans to ensure timely and effective response.

CISM certification is a globally recognized professional requirement in the IT 
Security domain. This certification is best suited for:

 Security consultants and managers
 IT directors and managers
 Security auditors and architects
 Security systems engineers
 Chief Information Security Officers (CISOs)
  Information security managers
 IS/IT consultants              
 Chief Compliance/Privacy/Risk Officers

All certification exams consist of 150 multiple choice questions that cover the respective job practice areas 
created from the most recent job practice analysis. Candidates have up to 4 hours (240 minutes) to complete the 
exam

Five (5) or more years of experience in information security management. Experience waivers are available for a 
maximum of two (2) years.

The management-focused CISM is the globally accepted achievement for individuals who
develop, build and manage enterprise information security programs.
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