CCSP (Certified Cloud Security Professional)

Objective : The CCSP is a globally renowned certification that validates the certification
holder’s advanced skills and abilities to design, manage, and protect data, and applications in
a cloud environment while adhering to the established practices, policies, and procedures.

CCSP certification course at BJSL aims to provide an in-depth understanding of cloud
computing concepts, cloud reference architecture, and cloud computing security concepts.
The participants learn to safeguard the critical data assets in a cloud environment and exhibit

their competency in implementing cloud security architecture.

Target Audience

This CCSP training is suitable for experienced IT personnel who are involved with:
¢ Information Security
e Risk and Compliance
e Security Engineering
e Governance
e |T Auditing or IT Architecture

Course Prerequisites

e Candidates who wish to take up the Certified Cloud Security Professional (CCSP)
training have a minimum 5 years of work experience in information technology

e Inthat 5 years, 3 years should specifically be in information security, and 1 year must
be in one or more of the 6 domains prescribed by ISC2 in their CCSP Common Body
of Knowledge (CBK)

CCSP Exam Format (Only in English)

Exam Name Certified Cloud Security Professional (CCSP)
Exam Cost uUSD 599

Exam Format Multiple Choice

Total Questions | 125 Questions

Passing Score 700 out of 1000




Exam Duration | 180 Minutes
Languages English
Testing Center | Pearson Vue

FAQ:
1. What is CCSP?

Certified Cloud Security Professional (CCSP) is a vendor-neutral certification
specifically designed to reflect best practices in the realm of cloud security.
ISC2 and Cloud Security Alliance (CSA) created this certification to address all
the challenges and issues of cloud computing today.

2. Has there any changes made in the Domains of CCSP?

Yes, starting from August 1, 2022, the weightage of the domains will be:
« Domain 1: Cloud Concepts, Architecture, and Design (17%)
« Domain 2: Cloud Data Security (20%)
o Domain 3: Cloud Platform & Infrastructure Security (17%)
o Domain 4: Cloud Application Security (17%)
« Domain 5: Cloud Security Operations (16%)
« Domain 6: Legal, Risk and Compliance (13%)

3. Does CCSP certification has an expiration date?

The validity of your CCSP certification is three years. To maintain a certification
active and valid, the member must complete specific conditions.

4. Is CCSP certification well recognized?

Information security certificates such as the CCSP, and CISSP are well-
respected and may help employees advance in their careers






